Credit Building Tool

Protecting Your Identity (16+)

Personal identifying information (PII) plays a very important role in helping build financial
independence and relationships with employers, landlords, lenders, and many others.
Unfortunately, others can use your PII in harmful ways if they are able to access these details.
This is called identity theft and is a crime. Identity theft can be committed by strangers or
people you know and trust like family, friends, and roommates. But you can take steps to
protect your identity!

Definitions

Identity Theft: When someone other than you pretends to be you or uses your personal
information to open new accounts or access existing financial accounts.

Personal Identifying Information (PII): Any information or data that could potentially be
used on its own or with other information to identify you. Common examples include name,
Social Security Number (SSN), address, phone number, birthdate, and account numbers.

What Are You Already Doing to Protect Your Identity?

Memorize your SSN and don’t carry the card with you.

Shred documents with PII or store them securely.

Do not share PII, credit/debit cards, or bank account information with anyone
Check your credit report regularly.

Review your bank and other financial statements closely for errors.

O O 0o 0o o ™

Protect electronic information by using strong passwords on all devices and accounts.
Avoid saving passwords on log-in screens.

Avoid public Wi-Fi when making financial transactions.

File your taxes as early as possible.
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Signs of Possible Identity Theft

Identity theft can happen many ways. Have you experienced any of these situations?

e Your PII has been lost or stolen.

e Calls from creditors or debt collectors for a debt you don’t recognize or isn’t yours.

e Charges on your debit or credit cards that you didn’t make.

e Unpaid medical bills that don’t belong to you.

e Applications for credit or housing are denied due to poor credit even though you have good
credit history.

e Notice from the IRS that you’ve already filed your taxes.

e Notice that your information was involved in a data breach.

e Inability to sign into financial, email, or other accounts and cannot reset the password.

e Bills or statements for services you didn’t receive.

e Unfamiliar information on your credit reports.

Act immediately! Use the resources below or work with your caseworker if you suspect ID theft.

What If My PII Was Lost or Stolen?

. Contact your bank, credit union, and/or credit card company immediately if you think
someone might have access to your account. Closing or temporarily freezing an account
might be necessary.

. Change account passwords or PINs for any account you think might be compromised.

. Check your credit report and consider placing a free fraud alert or credit freeze. A fraud
alert temporarily appears on your credit report and prompts businesses to verify your
identity before issuing credit. A credit freeze prevents lenders and other businesses from
viewing your report until you choose to lift the freeze.

. Complete an identity theft report by visiting www.identitytheft.gov if you think your identity
has been stolen. In certain cases, you may need to file a police report.

Learn More

Identity Theft

Fraud Alerts and Credit Freezes

Fraud and Scams

Questions?
Visit cbatraininginstitute.org or
email training@creditbuildersalliance.org

Training Institute
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https://www.identitytheft.gov/
https://consumer.ftc.gov/consumer-alerts/2022/02/credit-freeze-or-fraud-alert-right-you
https://consumer.ftc.gov/consumer-alerts/2022/02/credit-freeze-or-fraud-alert-right-you
https://www.consumerfinance.gov/consumer-tools/fraud/
https://www.consumerfinance.gov/consumer-tools/fraud/
http://www.identitytheft.gov/

