
The Importance of Protecting Your Identity 

As you emerge into adulthood, and even before, your personal 
identifying information will start to become very important as you 
build financial independence and begin to build relationships with 
employers, landlords, lenders and many others.  

Unfortunately, others can 
use your personal identifying 
information in ways that can 
harm you if they are able to 
gain access to these details.  
This is called identity theft and 
is a crime. Identity theft can 
be committed by strangers or 
by people that you know and 
trust, like family, friends and 
roomates.  

You can protect yourself 
from financial harm by taking 
steps to ensure that you are 
protecting your identity. 

Protecting Your Identity

      
DEFINITIONS 

Identity Theft: When someone other 

than you pretends to be you or uses 

your personal information in order to 

open new or access existing financial 
accounts. 

Personal Identifying Information: 

Any information or data that could 

potentially be used on its own or 

with other information to identify you. 

Common examples include: Name, 

Social Security Number, Address, 

Phone number, Birthdate, Account 

numbers.

 
Key Steps To Protect Your Information 

Which of the following are you already doing to protect your personal information?

� Memorize your Social Security Number 
and do not carry it with you.

� Shred documents with personal identifying 
information if you are not storing them 
securely.

� Do not share personal identifying 
information, credit/debit cards or bank 
account information, even with people you 
know.

� Check your credit report regularly.

� Review your bank and other financial 
statements closely for errors.

� Protect electronic information by using
strong passwords on all devices and
accounts. Avoid saving passwords on
log-in screens.

� Avoid using public Wifi when you need
to make financial transactions.

� File taxes as early as possible.

� Opt-out of promotional mailings and
phone calls by visiting:

� www.optoutprescreen.com
� www.donotcall.gov

https://www.optoutprescreen.com/
https://www.donotcall.gov/


What if my personal identifying information 
was lost or stolen?! 

First, don't panic. Second, take action right away to protect 
yourself. 

Here are some things that you can do if you believe or know 
that you are a victim of identity theft:

1. Contact your bank, credit union and/or credit

card company immediately if you think that

someone might have access to your account.

The account might need to be closed or

temporarily frozen.

2. Change account passwords or PINs for any

account that you think might be compromised.

3. Check your credit report and consider placing

a fraud alert or credit freeze:

� A fraud alert is a temporary notice that appears on your credit report and prompts
businesses to verify identity before issuing credit.

� A credit freeze prevents any business from viewing an individual’s credit report for
the purpose of granting credit.

4. Complete an identity theft report by visiting http://identitytheft.gov if you know that

your identity has been stolen.  In certain cases, you may also need to file a police
report.

5. Continue to monitor your credit report regularly and all of your financial accounts for
any ongoing suspicious activity.
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Learn More

More about Identity Theft:

www.consumer.ftc.gov/topics/identity-theft 

Fraud Alerts and Credit Freezes 
www.consumer.ftc.gov/articles/0279-extended-fraud-alerts-and-credit-
freezes

https://identitytheft.gov/
https://www.consumer.ftc.gov/articles/0279-extended-fraud-alerts-and-creditfreezes

